
June 29, 2015 

 

Dear Member and/or Business Partner, 

The Federal Home Loan Bank of Dallas (“Bank”) appreciates that its members and other business 

partners need assurance about the governance and control environment at the Bank.  We have 

prepared this letter to assist our members and other business partners in meeting their vendor 

governance needs, due diligence requirements, and other regulatory obligations. 

The Bank maintains an internal control environment that is appropriate for the risks undertaken by 

the organization.  The internal control environment of the Bank includes, but is not limited to, the 

following: 

 Control and oversight of risk tolerance is provided by an elected Board of Directors 

(“Board”), in particular through the Board’s Risk Management Committee; Audit 

Committee; and Strategic Planning, Operations, and Technology Committee. 

 Management of all business areas have identified key controls over their activities and 

periodically attest that these controls are operating effectively and that no changes are 

needed to the control environment.  Fiduciary areas such as safekeeping, member deposits, 

wire activity, and collateral are included in this attestation. 

 Our risk management process includes identifying and ensuring we manage appropriately 

the risks to our data, including member and consumer data we hold. 

 Specific risks, such as business continuity, compliance, fraud, vendor management, and 

information security risks, are overseen by designated Bank officers. 

 Business continuity risk is addressed in a variety of ways throughout the Bank. The Bank’s 

systems and processes are designed to be resilient and in the event of a significant 

disruption the Bank has back up and alternative processing arrangements in place. Business 

continuity processes are tested regularly and reported to executive management and the 

Board. 

 The Bank participates in relevant fraud and suspicious activity reporting protocols and 

complies with Bank Secrecy Act/Anti-Money Laundering regulations as well as the US 

Treasury’s OFAC regulations. 

 Vendors are subject to a formal vendor governance and management process which 

includes assessment of vendor risks and ongoing monitoring protocols to assure that 

vendors are fulfilling their obligations to the Bank. When warranted the Bank seeks 

independent third party reports, such as SSAE16 reports, on vendor performance. In 

addition, when appropriate, Bank staff visit vendors to assess their performance and control 

environment. 

 The integrity and confidentiality of our technology environment is very important to us, 

and our technology team has processes in place to ensure that all systems are maintained 



to an optimal level. This includes frequent monitoring and regular maintenance. All 

technology operated by the Bank can be supported by the Bank’s staff or our vendors. 

 The Bank complies with all relevant regulations regarding confidential information and 

has protocols in place to ensure that should a breach of information occur, the appropriate 

parties including members and business partners are notified. 

 The Chief Risk Officer prepares an annual risk assessment that evaluates the risks faced by 

the Bank, and its control environment. The annual assessment is reviewed by senior 

management and the Board of Directors and/or its Risk Management Committee. 

 The Bank carries customary insurance coverage for a financial institution, including 

Directors and Officers, Errors and Omissions, and a Blanket Bond cover. Insurance 

coverage is determined after consultation with our brokers and underwriters and is 

reviewed by executive management and the Board annually. 

 The Internal Audit Department, in accordance with the International Standards for the 

Professional Practice of Internal Auditing, has a program that assesses the Bank’s risks and 

operations. It also conducts an audit program that evaluates the adequacy of the controls in 

place and their operating effectiveness. The Internal Audit Department reports the results 

of its assessment to senior management and the Board’s Audit Committee. All significant 

control issues identified by internal and external auditors, management and regulators are 

tracked and reported to the Board and senior management until successfully resolved. 

 The Bank and its control environment are also subject to examination by our external 

auditors and our federal regulator. 

 The Bank’s Statement Regarding Nonpublic Personal Information of Members is posted 

on the website (at https://www.fhlb.com/Pages/Nonpublic-Personal-Information-

Policy.aspx), along with the Bank’s credit ratings, stress test results, and other public 

information.  

More information on the Bank’s risk and control structure is available in our SEC filings, which 

can be found online at http://sec.gov.  Included in our SEC filings you will find detailed financial 

information including financial statements, the Bank’s Organization Certificate issued by Congress 

in 1932, our Bylaws and our Capital Plan.  Due to our status as an SEC registrant, the information 

described above is publicly available, whereas other non-public information about the Bank is 

generally not permitted to be released. 
 
Thank you for your request and please feel free to contact the Bank with any questions. 

 

Regards, 

 

Eric A. Blackman 

Chief Audit Executive  


